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I. INTRODUCTION

The U.S. agricultural system can be described as concentrated,
specialized and industrialized.' A typical food chain generally involves
agricultural production, storage, processing and distribution.2 In the U.S.
agricultural and food system, most production, distribution and processing
is done in a consolidated and centralized manner.3

The incident on September 11, 2001 demonstrated the vulnerability of
the United States to further terrorist attacks.4 Subsequent biological
terrorism, including anthrax attacks, emerged as one of the potential
threats.5 After the attacks of 9/11, Tommy Thompson, who served as the
U.S. Secretary of Health and Human Services, expressed his serious
concern and dissatisfaction with U.S. security preparation and warned of a
threat to the U.S. agriculture and food system.

The recent E. coli outbreaks demonstrate the starkest reality and
intensity of a possible agricultural bioterrorism attack.7 A case of Hepatitis
A outbreak in Pittsburgh raised the safety concerns over imported produce. 8

While most instances involve unintentional contamination, deliberate acts
have also occurred. Previous agricultural bioterrorism events include a
deliberate use of salmonella bacteria to contaminate salad bars in Oregon
by a cult group which resulted in the ill-health of seven hundred and fifty
people,9 intentional contamination of meat with nicotine by an employee at
a supermarket in Michigan which resulted in the ill-health of ninety two

1. See Neil D. Hamilton, Agriculture Without Farmers? Is Industrialization
Restructuring American Food Production and Threatening the Future of Sustainable
Agriculture? 14 N. ILL. U. L. REV. 613 (1994).

2. WORLD HEALTH ORGANIZATION (WHO), TERRORIST THREATS To FOOD,
GUIDANCE FOR ESTABLISHING AND STRENGTHENING PREVENTION AND RESPONSE
SYSTEMS 13 (May 2008 Revision), http://www.who.int/foodsafety/
publications/general/en/terrorist.pdf [hereinafter WHO REPORT].

3. See BARBARA A. R.AsCO & GLEYN E. BLEDSOE, BIOTERRORISM AND FOOD
SAFETY 4 (CRC Press 2005).

4. JiM MONKE, AGROTERRORISM: THREATS AND PREPAREDNESS CRS-i, Cong.
Research Serv., CRS Report for Congress Order Code RL32521, (March 12, 2007)
available at http://www.fas.org/sgp/crs/terror/RL32521.pdf.

5. RASCO & BLEDSOE, supra note 3, at 2.
6. MONKE, supra note 4, at 4.
7. See, e.g., Food and Drug Administration (FDA), FDA finalizes report on 2006

spinach outbreak, http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/
2007/ucm 108873 (last visited Dec. 17, 2012)

8. David M. Brown, Hepatitis A cases stabilizing locally, Tribune Review (Dec 27,
2003),http://triblive.com/x/pittsburghtrib/news/regional/s171946.html
#axzz2DTkNzUWR.

9. MONKE, supra note 4, at 12.
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people,'o and use of shigella by a hospital laboratory employee which
caused food poisoning."

Disruption of the complex food system is the obvious intention of any
agricultural bioterrorist attack.12 The impact is worsened by the loss of
consumer confidence with an associated negative impact on the national
economy.13 The possibility of such an attack has been reported by the
Central Intelligence Agency.14

Agricultural bioterrorism is described by using different
terminologies. Agroterrorism is defined as a "deliberate introduction of an
animal or plant disease with the goal of generating fear over the safety of
food, causing economic losses, and/or undermining social stability."" The
World Health Organization defined the term "food terrorism" as "an act or
threat of deliberate contamination of food for human consumption with
biological, chemical and physical agents or radionuclear materials for the
purpose of causing injury or death to civilian populations and/or disrupting
social, economic or political stability."1

The Biological Weapons Antiterrorism Act of 1989 and The Defense
against Weapons of Mass Destruction Act of 1996 did not explicitly
address the concerns of agroterrorism.' 7 President Bush expressly
recognized the threat of agricultural bioterrorism and announced the
national policy to defend the nation's agriculture and food system against
potential terrorist attacks." Considering the need of proactive solutions to

10. UNITED STATES DEPARTMENT OF AGRICULTURE (USDA), OFFICE OF INSPECTOR

GENERAL SEMIANNUAL REPORT TO CONGRESS, No. 49, 7 (June 2003), available at
http://www.usda.gov/oig/webdocs/SARC0603.pdf.

11. Kevin H. Govern, Agroterrorism And Ecoterrorism: A Survey Of Indo-American
Approaches Under Law And Policy To Prevent And Defend Against These Potential
Threats Ahead, 10 FLA. COASTAL L. REV. 223, 241-42 (2009) (discussing potential
Agroterrorist or Ecoterrorist Goals).

12. MONKE, supra note 4, at 2.
13. RASCO & BLEDSOE, supra note 3, at 25.
14. U.S. GEN. ACCOUNTING OFFICE, GAO/NSIAD-99-163, COMBATTING

TERRORISM: NEED FOR COMPREHENSIVE THREAT AND RISK ASSESSMENTS OF

CHEMICAL AND BIOLOGICAL ATTACKS 17-18 (2009), available at
http://www.gao.gov/archive/l999/ns99163.pdf.

15. MONKE supra note 4, summary page.
16. WHO REPORT, supra note 2, at 4.
17. The Biological Weapons Antiterrorism Act of 1989, Pub. L. No. 101-298, 104

stat. 201, 18 U.S.C. § 175 (2006); The Defense Against Weapons of Mass Destruction
Act of 1996, Pub. L. No. 104-201, 110 stat. 2715, 50 U.S.C. § 2301 (2006).

18. DEPARTMENT OF HOMELAND SECURITY (DHS), HOMELAND SECURITY

PRESIDENTIAL DIRECTIVE/HSPD-9, DEFENSE OF UNITED STATES AGRICULTURE AND
FOOD (January 30, 2004), available at http://www.fas.org/irp/offdocs//nspdIhspd-
9.html.
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deal with constantly emerging terrorist groups, and the concerns of
agroterrorism, U.S. government enacted the Public Health Security and
Bioterrorism Preparedness and Response Act of 2002.19

Government agencies have promulgated regulations to implement the
U.S. Bioterrorism Act but it is often difficult to identify actual constraints
in the implementation. Hence, this paper analyzes food and agriculture
security strategy in the context of the Bioterrorism Act. The article is
divided into 6 segments. Part I provides a summary of the U.S.
Bioterrorism Act of 2002 provisions that deal with the protection of the
food and agriculture system and also outlines various existing statutes that
are relevant for the genesis of the U.S. Bioterrorism Act.

Part II explores the role of federal agencies responsible for the
protection of the U.S. food and agriculture system and the various strategic
initiatives taken in implementing the U.S. Bioterrorism Act.

Part III of the article describes the regulatory framework for the
implementation of the Act and examines the approaches adopted by the
respective agencies to enforce the regulations.

In order to analyze the implementation of the Act, part IV discusses a
project study on the assessment of agricultural bioterrorism preparedness in
the state of Arkansas. The research project helps in analyzing the
enforcement status of the agricultural bioterrorism regulations at the state
level. In Part V, the project study, when analyzed through the lens of
regulations, shows specific constraints in agency cooperation due to the
overlapping of agency functions. Although it is beyond the scope of this
article to discuss the international issues pertaining to the U.S. Bioterrorism
Act in detail, considering the globalized nature of the agriculture and food
system, a separate paragraph in part V describes the international
complexities involved in the implementation of U.S. Bioterrorism Act
regulations.

The article concludes that the food and agricultural security strategy
under the U.S. Bioterrorism Act does not address all security concerns, and
shortcomings exist at the enforcement level as well. The enforcement
efforts need to be strengthened equally at all the levels of government.

19. MONKE, supra note 4, at 13.

[VOL. 8320



FOOD AND AGRICULTURAL SECURITY

II. OVERVIEW OF THE U.S. BIOTERRORISM ACT AND RELEVANT

PRESIDENTIAL DIRECTIVE

A. U.S. Bioterrorism Act of2002

The U.S. Bioterrorism Act of 2002 was enacted "[t]o improve the
ability of the United States to prevent, prepare for and respond to
bioterrorism and other public health emergencies." 20 One of the important
features of the U.S. Bioterrorism Act of 2002 is its emphasis on prevention,
a change from prior legislation that focused on punishment after an incident
had occurred.21 The U.S. Bioterrorism Act does not address food safety in
general; its focus is to prevent intentional contamination. 22

Title II, Subtitle B (Section 211 to 213) is called as the "Agricultural
Bioterrorism Protection Act of 2002.",23 It deals with the regulation of
certain biological agents and toxins that are potentially harmful to animals
or plants or animal or plant products to be determined by the Secretary of
Agriculture.2 4 The publication of a list of the biological agents and safety
regulations of the listed agents and toxins is administered by the Secretary
of Agriculture.2 5

Title III, Subtitle A (Section 301 to 315) deals with the protection of
the food supply. According to this part, the President's Council on Food
Safety should develop a crisis communication and education strategy
towards food safety and security. 26 Preventive strategy in this part deals
with the mitigation of threats due to food adulteration.2 7 Further provisions

28
deal with the food supply protection strategy with its focus on detention,
registration,29 maintenance of records30 and the safety of imported food.3 1

20. Public Health Security and Bioterrorism Preparedness and Response Act of
2002, Pub. L. No. 107- 188, 116 stat. 594 (codified in scattered sections of 7, 18, 21,
29, 38, 42 and 47 U.S.C.) [hereinafter U.S. Bioterrorism Act of 2002].

21. The Biological Weapons Antiterrorism Act of 1989, Pub. L. No. 101-298, 104
stat. 201, 18 U.S.C. § 175 (2006); The Defense Against Weapons of Mass Destruction
Act of 1996, Pub. L. No. 104-201, 110 stat. 2715, 50 U.S.C. § 2301 (2006).

22. Caroline Smith DeWaal, Food Safety And Security: What Tragedy Teaches Us
About Our 100-Year-Old Food Laws, 40 VAND. J. TRANSNAT'L L. 921, 924 (October,
2007).

23. U.S. Bioterrorism Act of 2002, 7 U.S.C. § 8401 note (2006).
24. 7 U.S.C. § 8401.
25. Id.
26. U.S. Bioterrorism Act of 2002 §301(a), 21 U.S.C. § 341 (2006).
27. U.S. Bioterrorism Act of 2002 §302, 21 U.S.C. § 381 (2006).
28. U.S. Bioterrorism Act of 2002 §303, 21 U.S.C. § 334 (2006).
29. U.S. Bioterrorism Act of 2002 §305, 21 U.S.C. § 350d (2006).
30. U.S. Bioterrorism Act of 2002 §306, 21 U.S.C. § 350c (2006).
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supply chain.153 The rule is also called a "one-up, one-back" traceability
model. 154

Recordkeeping also helps with safe and sanitary food transportation
but the FDA regulations are reported to be ineffective in the areas of
prescribing specific sanitation practices, temperature requirements,
logistical aspects and mixed loads.155

E. Control of Biological Agents

The present regulatory framework regarding control of biological
agents has evolved through the earlier enactments. The intentional use of
biological agents as a weapon was stated as a crime in the Biological
Weapons Anti- Terrorism Act of 1989; but the Act allowed their use for the
peaceful purposes.1 56 Possession of such an agent contrary to peaceful use
is defined as a crime under the Patriot Act. 57

After the enactment of the U.S. Bioterrorism Act of 2002, section 212
governs the regulations to control biological agents.' 8 The biological agent
regulatory framework balances the demand of research activities and
mitigates any potential threat.'59 Animal and Plant Health Inspection
Service (APHIS) and CDC are the two agencies responsible for the
implementation of the biological agent regulations. 160 APHIS has
promulgated regulations relating to plants16' and animals,16 2 whereas CDC
has promulgated regulations relating to public health protection. 163 For the
purposes of these regulations, the biological agents are classified into the
following three categories on the basis of their potential to pose severe

153. 21 C.F.R. §§ 1.337, 1.345 (2010); see also FDA, Establishment and
Maintenance of Records (2005), available at
http://www.fda.gov/Food/FoodDefense/Bioterrorism/RecordkeepingUCMO61476.
154. FDA, FDA Issues High on HHS OIG'S Enforcement Agenda, 15 No. 9 FDA
Enforcement Manual Newsl. 3 (Nov. 2006).
155. Julia Ariel Miller, The Regulation Of Sanitary Food Transportation In The
United States: A Slow Journey on a Long Road, 63 FOOD & DRUG L.J. 35, 66-73
(2008) (discussing the regulatory framework and practices in the area of safe and
sanitary food transport).
156. Biological Weapons Anti-Terrorism Act § 175, 18 U.S.C. § 175 (2006).
157. USA Patriot Act, Pub.L. 107-56, title VIII, § 817(3), Oct. 26, 2001, 115 Stat.
386, added item 175(b), 18 U.S.C. § 175(b) (2002).
158. Bioterrorism Act of 2012 § 212, 7 U.S.C. § 8401 (2006).
159. Id
160. Id
161. 7 C.F.R. § 331 (2010) (relating to plants).
162. 9 C.F.R. § 121(2010) (relating to animals).
163. 42 C.F.R § 73 (2010) (relating to public health).
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threat to plant health, animal health and human health.' 6" The three
categories are: a) Plant Protection and Quarantine (PPQ) select agents and
toxins, b) Veterinary Services (VS) select agents and toxins,166 and c)
Overlap select agents toxins.' 67 According to the regulations, an individual
or entity must have a certificate of registration to possess, use or transfer
any select agent or toxin.'6 8 The responsibility of the registered select
agents or toxins must be assigned to the responsible official approved by
the USDA Administrator or HHS Secretary.169 Any individual, responsible
official or entity potentially going to work with the select agents must be
approved through Security Risk Assessments (SRA).' 70 There must be
restricted access to select agents and toxins,' 7 ' and a security plan must be
established which is sufficient to protect select agents or toxins.172 A
biocontainment or biosafety plan must be established and reviewed
annually. 7 3 Experiments involving the use of select agents and toxins must
be restricted. 7 4 Transfers of the agents must be limited,175 and proper
records must be maintained.'76 The inspection of any facility site by APHIS
and/or CDC must be allowed.'77 If the agents are lost or stolen, a report

164. Id.
165. 7 C.F.R. § 331.3 (2010) (relating to plants).
166. 9 C.F.R. § 121.3 (2010) (relating to animals).
167. 9 C.F.R. § 121.4 (2010) (relating to animals).
168. 7 C.F.R. § 331.7 (2010) (relating to plants); 9 C.F.R. § 121.7 (2010) (relating to
animals).
169. 7 C.F.R § 331.9 (2010) (relating to plants); 9 C.F.R. § 121.9 (2010) (relating to

animals).
170. 7 C.F.R § 331.7 (2010) (relating to plants); 9 C.F.R. § 121.10 (2010) (relating to
animals); see also Michael Greenberger et al., Governance and Biosecurity:
Strengthening Security and Oversight of the Nation's Biological agent laboratories, 13
DEPAUL J. HEALTH CARE L. 77, 85 (2010) (discussing Security Risk Assessments).
171. 7 C.F.R. § 331.10 (2010) (relating to plants); 9 C.F.R. § 121.10 (2010) (relating

to animals).
172. 7 C.F.R. § 331.11 (2010) (relating to plants); 9 C.F.R. § 121.11(2010) (relating

to animals).
173. 7 C.F.R. § 331.12 (2010) (relating to plants); 9 C.F.R. § 121.12 (2010) (relating

to animals).
174. 7 C.F.R. § 331. 13 (2010) (relating to plants); 9 C.F.R. § 121.13 (2010) (relating

to animals).
175. 7 C.F.R. § 331.16 (2010) (relating to plants); 9 C.F.R. § 121.16 (2010) (relating

to animals).
176. 7 C.F.R. § 331.17 (2010) (relating to plants); 9 C.F.R. § 121.17 (2010) (relating

to animals).
177. 7 C.F.R. § 331.18 (2010) (relating to plants); 9 C.F.R. § 121.18 (2010) (relating

to animals).
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must be filed immediately."' Every individual seeking an access to the
facility must be provided with the training to address relevant risks posed
by the select agents and toxins.179

F. Protection ofDrinking Water Infrastructure

The U.S. water system is vulnerable to a possible terrorist attack."
Water infrastructure security cannot be ignored since the possible attack on
the Los Angeles water supply using biological agent was identified by the
FBI in 1982.181 Water terrorism is a risk to both private and government
controlled water systems.' 82 Severe damage caused by the introduction of
contaminants in water distribution systems is a potential threat. 8 3 Bacteria
are transmitted from plant to plant by rainwater and irrigation runoff and
can cause serious plant diseases.18

The Safe Drinking Water Act governs the water security and regulates
the drinking water system.'" The Presidential Decision Directive 63
designated Environmental Protection Agency (EPA) for the water
infrastructure protection.186 President Bush signed the SDWA amendments
into law with the incorporation of provisions regarding vulnerability
assessment and the upgrade of the emergency response plan.'18 According
to the new amendments, public water systems are under the following

178. 7 C.F.R. § 331.19 (2010) (relating to plants); 9 C.F.R. § 121.19 (2010) (relating
to animals).
179. 7 C.F.R. § 331.15 (2010) (relating to plants); 9 C.F.R. § 121.15 (2010) (relating
to animals).
180. ENVIRONMENTAL PROTECTION AGENCY (EPA), Water Infrastructure,
http://water.epa.gov/infrastructure/watersecurity/index.cfm (last visited Dec. 17, 2012).
181. Itzchak E. Komfield, Terror in the water: Threats to Drinking Water and

Infrastructure, 9 WIDENER L. Symp. J. 439, 446 (2002-2003).
182. See Steven D. Shermer, The Drinking Water Security and Safety Amendments of
2002: Is America's Drinking Water Infrastructure Safer Four Years Later? 24 UCLA
J. ENVTL. L. & POL'Y 355, 421 (2005-2006).
183. Id.
184. Anne Kohnen, Responding to the Threat of Agroterrorism: Specific

Recommendations for the United States Department ofAgriculture, BCSIA Discussion
Paper 2000-29, ESDP Discussion Paper ESDP-2000-04, 19 John F. Kennedy School of
Government, Harvard University (Oct. 2000).
185. Safe Drinking Water Act, Pub. L. 93-523 (1974), 42 U.S.C. 300i, 300i-1, 300i-
2, 300i-3,300g-3, 300j-l(2006).
186. Presidential Decision Directive/NSC 63, Critical Infrastructure Protection, (May
22, 1998), available at http://www.fas.org/irp/offdocs/pdd/pdd-63.htm.
187. U.S. Bioterrorism Act of 2002 § 401, 42 U.S.C. 300i-2 (2006).
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obligations: a) To prepare an emergency response plan;188 and b) Conduct
and submit vulnerability assessments to the EPA.'89

EPA has been successful in creating awareness through the
implementation of SDWA amendments.190 The U.S. Bioterrorism Act of
2002 amended SDWA but the SDWA amendments do not effectively
address all the water systems.191 One observation is that private water
companies are not as accountable as public entities.192 Moreover, private
companies may be less likely to cooperate with requirements such as
information disclosure, submission of required assessments and the
relevant security information.' 93

V. ASSESSMENT OF COMPLIANCE WITH THE AGRICULTURAL

BIOTERRORIsM REGULATIONS

A research project titled "A Study of Agricultural Bioterrorism
Preparedness in the Arkansas Grain and Oilseed Industry" 9 4 was
conducted by the Department of Agricultural Economics and Agribusiness,
University of Arkansas in 2010. The objectives of the project were: a) To
determine whether the grain and oilseed facilities in the state of Arkansas
were complying to meet biosecurity regulations; and b) To determine
whether the grain and oilseed facilities in the state of Arkansas were
prepared to meet biosecurity regulations. 95

The Arkansas grain, feed and oilseeds industry is a very important
part of its economy. The industry has to comply with the FDA regulations
discussed earlier. A compliance guide'96 prepared by the National Grain

188. Id.
189. Id.
190. Shermer, supra note 184, at 451.
191. See generally Varu Chilakamarri, A New Instrument in National Security: The

Legislative Attempt to Combat Terrorism via the Safe Drinking Water Act, 91 GEO. L.
J. 927 (2003).
192. Craig Anthony (Tony) Arnold, Water Privatization Trends in the United States:

Human Rights, National Security, and Public Stewardship, 33 WM. & MARY ENVTL. L.
& POL'Y REV. 785, 826 (2009).
193. Id.
194. Eric J. Walles, Rita Carrelra, Diana M. Danforth and Vivek Nemane, Prepared

for Bioterrorism Events? A Study of the Grain and Oilseed Sector, Department of
Agricultural Economics and Agribusiness, University of Arkansas (2011).
195. Id.
196. Randall C. Gordon & David A. Fairfield, National Grain and Feed Association,

FDA'S Bioterrorism Recordkeeping Regulations, A Compliance Guide for Grain
Elevators, Feed Manufacturers, Feed Dealers, Integrators, Grain Processors and

Transporters (April, 2006).
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and Feed Association describes the regulations applicable to grain and
oilseed facilities as follows:

A. Registration of food processors: Domestic and foreign facilities
(and their U.S. agents) that manufacture, process, pack or hold food for
human or animal consumption in the U.S. were to be registered with the
FDA.197 According to the registration requirement, all establishments at
which food is manufactured or processed, packed or held are required to be
registered.'98 The "collecting facilities" are described as the facilities that
store or hold food, such as silos or grain elevators; hence such a facility
must be registered with the FDA because food is held by the facility.' 9 9

Facility registration is required for grain elevators, feed mills, flour mills,
corn and oilseed processors, pet food manufacturers, renderers and
others.2 00 The information mainly comprises of the description of food
products including their brand names and general food categories along
with the facility address and the contact information.20'

B. Maintenance of records: Facilities are required to establish and
maintain records containing information that is "reasonably available." 2 02

The information includes:
a) Immediate previous source (the seller)
b) Immediate subsequent recipient (the buyer)
c) The dates of inbound and outbound shipments
d) Type and quantity of agricultural commodity received and shipped
e) Identity and contact information of the transporter 20 3

During the course of this project, a survey questionnaire was sent out
to all Arkansas grain and feed elevators and processors, as well as seed and
feed dealers to solicit information regarding the existence and response to
agroterrorism in the grain, feed, seed and oilseed sector; 48 facilities
responded to the survey.204 The objective of the survey was to assess the
preparedness of the industry in dealing with a potential agroterrorism
event.2 05 Information on facility type, size and history of vandalism,
unauthorized entry, intentional contamination, sabotage, theft or threats
was obtained.206 Information on testing procedures to identify any

197. Id.
198. Id
199. Id; 21 C.F.R. §§ 1.225, 1.227(b)(5) (2010).
200. Gordon & Fairfield, supra note 198.
201. Id.
202. Id.
203. Id.
204. Walles et al., supra note 196.
205. Id.
206. Id.
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categorized biological agent and the information on plant security was also
obtained.207 Moreover, the study assessed whether changes to preparedness
had changed following the enactment and implementation of the
Agriculture Bioterrorism Act of 2002.208

The assessment provides a useful evaluation of the readiness of the
Arkansas grain and oilseed industry to address the potential agricultural
bioterrorism threat. The results also reflect the implementation constraints.

The study found that 12% of the facilities do not have recordkeeping
systems that track commodities.209

210
Over two-thirds of the facilities do not have quarantine procedures.
Employee training for security and disaster-specific employee

training were adopted by only 19% of facilities after the enactment of
2002.211

Currently 7% facilities do not have employees trained to report any
suspicious activity.212

79% facilities do not have computer and on-line security facilities and
86% facilities do not have the formal agreement with first responders.213

About half of the facilities do not have computer security measures,
214disaster training or first responder agreements.

Survey responses also indicated that security measures had a
prohibitive cost for smaller operations.2 15

Few amongst the facility owners are not concerned enough about the
overall security measures and the level of knowledge of decision makers
regarding security issues is not very thorough.2 16

VI. ANALYZING THE IMPLEMENTATION CONSTRAINTS

The current food safety system has evolved over the years by
217responding to various threats. Prior to the U.S. Bioterrorism Act

regulations, defense efforts were focused on prohibiting criminal offenses
like theft or misappropriation of the food stocks, whereas the focus of the
new regulations is on the protection from incidences of food adulteration

207. Id
208. Id
209. Id
210. Id.
211. Id.
212. Id.
213. Id.
214. Id.
215. Id.
216. Id.
217. U.S. GEN. ACCOUNTING OFFICE, supra note 85, at 4.
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and large scale agricultural devastation. 2 18 The U.S Bioterrorism Act of
2002 and the implementation of regulations connote a change in the food
defense system.21 9 Various constraints in the implementation of the U.S.
Bioterrorism Act regulations are discussed in the following paragraphs.

The U.S. Bioterrorism Act regulations help to build a database of
information which enhances the capacity of government agencies to trace
any potential agricultural bioterrorism threat but the government agencies
cannot access trade secrets and certain information categorized as
"confidential." 220 The exemptions for certain entities in the registration
requirement and the FDA and USDA's lack of authority to impose security
requirements at food processing facilities,22 1 are a few constraints that need
to be addressed. It is noted that, granting exemption to any of the entities
might increase the chances of potential threats.222

The current framework to control biological agents is regulated
through the select agent program. Although strict regulations are required
for the control of biological agents from being misused; scientific

223innovations cannot be suppressed under the garb of regulations. In order

to protect scientific innovations relevant to the biological agents,
development of an international framework by initiating a dialogue on the
importance of bioethics is suggested. Such a dialogue will lead to the
formation of a coherent code of conduct for scientists, scholars and
laboratory workers.224

With regard to the protection of critical water infrastructure, the U.S.
Bioterrorism Act does not require private companies to comply with the
EPA regulations. This problem will be more consistent because
privatization of water services is seen as an increasing trend in the United
States.225

218. John T. Hoffman & Shaun Kennedy, International Cooperation to Defend the
Food Supply Chain: Nations Are Talking; Next Step- Action, 40 VAND. J. TRANSNAT'L
L. 1171, 1172 (October, 2007).
219. Roberts, supra note 83, at 208.
220. Id at 215.
221. Id at 216; see also Lisa Lovett, Food For Thought: Consistent Protocol Could

Strengthen Food Supply Security Measures, 10 TEX. WESLEYAN L. REv. 465, 478
(2003-04).
222. Lovett, supra note 223, at 480.
223. See Jason W. Sapsin, Introduction to Emergency Public Health Law for
Bioterrorism Preparedness and Response, 9 WIDENER L. SYMP. J. 387, 390 (2003).
224. See generally Victoria Sutton, A Multidisciplinary Approach to an Ethic of

Biodefense and Bioterrorism, 33 J.L. MED. & ETHics 310 (2005).
225. See Arnold, supra note 193, at 793-798 (discussing the causes behind
privatization of public water services including old and aged govt. water systems that
require new infrastructure and investments, interest of private corporations in the
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Studies have shown that food processing facilities are inadequately
protected from deliberate contamination. In 2003, it was observed that food
processing facilities in the U.S. may be susceptible to deliberate
contamination due to lack of adequate security and safety preparedness
measures. 22 6 With the insufficient surveillance means, facilities partially
follow commodity testing and product recall procedures. 2 27

The Arkansas Research Project discussed previously describes the
continuing inadequacy in the grain and oilseed facilities at the state level
for relatively small scale operations. The study suggests that the
implementation of the U.S. Bioterrorism Act regulations is not satisfactory.
Efforts are required in terms of regulatory enforcement and awareness
regarding the compliance requirements.

Budgetary constraints can be stated as a possible cause for inability of
the government agency (here FDA, USDA) to provide sufficient resources
for the upgrade of security measures at food facilities.

The Arkansas Research Project raises questions regarding the
enforcement of regulations at the state and local levels. Inadequate funding
can be stated as the basic reason behind poor enforcement. The CSPI report
states that 40% of all food-borne outbreaks are connected to FDA regulated
foods, 228 but FY2010 budget for foods was $ 784.1 million, which is very
little compared to the FY2010 budget of over $ 1000 million for FSIS.22 9

The dissemination of federal government funding for the local enforcement
initiatives is very important.230 USDA can support local level programs
through the allocation of loans and grants. Through the Stafford Act,
federal assistance can be mobilized towards state and local efforts.23 1

ownership of government water systems owing to future profits, favorable tax structure
and the influence of global trend).
226. U.S. GEN. ACCOUNTING OFFICE, GAO-03-042, FOOD PROCESSING SECURITY, 1-
2, (2003), available at http://www.gao.gov/new.items/d03342.pdf.
227. TERRORISM, INFRASTRUCTURE PROTECTION, AND THE U.S. FOOD AND

AGRICULTURAL SECTOR, Hearings before the Senate Subcomm. On Oversight of
Government Management, Restructuring and the District of Columbia, 107th Cong. 1s
Sess. (2001) (testimony of Dr. Peter Chalk, Policy Analyst, RAND Corporation).
228. Center for Science in the Public Interest, The Ten riskiest foods regulated by the
U.S. FDA, http://www.cspinet.org/new/pdf/cspitop10_fda.pdf (last visited Nov. 28,
2012). The report identifies leafy greens, shells eggs, tuna, oysters, potatoes, cheese,
ice cream, tomatoes, sprouts, and berries as the riskiest foods contributing to the food
borne illnesses. Id.
229. JOHNSON, supra note 141.
230. See Asha M. George, Response Is Local, Relief is Not: The Pervasive Impact of
Agro Terrorism, 40 VAND. J. TRANSNAT'L L. 1155, 1163 (2007).
231. Kathryn A. Peters, Creating A Sustainable Urban Agriculture Revolution, 25 J.
ENVTL. L. & LITIG. 203, 230 (2010).

2012] 341



JOURNAL OF FOOD LAW & POLICY

Enforcement initiatives and preventive strategies should be implemented at
the local level by involving communities.232

The U.S. Bioterrorism Act of 2002 delegates the enforcement
authority to various federal agencies discussed earlier in parts III and IV.
The involvement of various federal agencies illustrates the fragmented
nature of the regulatory oversight.233 The division of authority on the basis
of food categories has led to the problem of overlapping functions within
federal agencies. This leads to a cumbersome structure of guidelines and
rules that might inadvertently lead to confusion and miscommunication on

234certain occasions. USDA and FDA have distinct regulatory
approaches. 2 35 The regulatory approach of USDA insists on regular
inspection and prior approval, whereas the FDA conducts random

236
inspection and enforcement.

FDA has limited resources for accomplishing the high tasks related to
food safety. The number of FDA inspections has declined from 29% in
2004 to 22% in 2008.237 The training of the FDA inspectors on food
security issues and procedures is inadequate because regulations in this
case are part of FDA's overall authority over the food system. 2 38 It is
argued that FDA has implemented the U.S. Bioterrorism Act of 2002
requirements covering all the aspects of the food system, even though a
situation does not involve an act of intentional contamination or

*239terrorism.
FDA was also criticized for wrongly interpreting certain provisions in

an attempt to expand and gain more authority during the Act's rulemaking
process.24 o Public confidence in FDA has also decreased from 80% in the
1970s to 36% in 2006.241 Despite of all the authoritative powers and

232. Id.
233. U.S. GEN. ACCOUNTING OFFICE, FEDERAL FOOD SAFETY AND SECURITY

SYSTEM: FUNDAMENTAL CHANGES NEEDED TO ENSURE SAFE FOOD 3 available at
http://www.gao.gov/new.items/d0247t.pdf (last visited Dec. 17, 2012).
234. Reforming The Food Safety System: What If Consolidation Isn't Enough? 120
HARV. L. REv. 1345, (March 2007).
235. U.S. GEN. ACCOUNTING OFFICE, supra note 85, at 3.
236. Id
237. See JOHNSON; supra note 141, at 3.
238. U.S. GEN. ACCOUNTING OFFICE, VOLUNTARY EFFORTS ARE UNDER WAY, BUT

FEDERAL AGENCIES CANNOT FULLY ASSESS THEIR IMPLEMENTATION (February
2003) available at http://www.gao.gov/new.items/d03342.pdf
239. See RAsCO & BLEDSOE., supra note 3, at 5.
240. Gary Lawson, Dirty Dancing- The FDA Stumbles with the Chevron Two-Step: A
Response to Professor Noah, 93 CORNELL L. REv. 927, 936 (2007-2008).
241. Peter Barton Hutt, The State Of Science at the Food and Drug Administration,
60 ADMIN. L. REV. 431, 443(2008).
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regulatory constraints, FDA is committed to work as a transparent and open
242

agency.
The involvement of multiple agencies, lack of effective coordination

and poor enforcement due to exiguous budgets, leading to unsatisfactory
compliance with the regulations are identified as the constraints in the
implementation of the U.S. Bioterrorism Act. Moreover, regulatory
authority of the agency also depends on the political climate and

243contemporary events. To overcome these constraints, the General
Accountability Office expressed the need to have a single food safety

244
agency.

A. International Compliance

The contradiction between the 'non-discriminatory principle' of the
Sanitary and Phyto-sanitary agreement and title III of the U.S. Bioterrorism
Act of 2002 invokes international trade issues. 24 5 "The rise of the rest" has
brought up a shift in the international system where economic governance
is not only controlled by the states, but also by the international bodies.246

International food and agricultural trade has to accommodate new rules and
regulations facilitating businesses around the world.247 The objective of the
SPS agreement is to ensure the compliance of sanitary measures on the
basis of scientific principles and evidence towards the protection of human
life and health.24 8 SPS agreement was negotiated among the WTO member
countries in which article 2.3 and article 5.5 are incorporated to avoid

242. See Sarah Taylor Roller, Raqiyyah R. Pippins, & Jennifer W. Ngai, FDA 'S
Expanding Post Market Authority To Monitor And Publicize Food And Consumer
Health Product Risks; The Need For Procedural Safeguards To Reduce
"Transparency" Policy In The Post- 9/11 Regulatory Environment, 64 FOOD & DRUG
L.J. 577, 587-89 (2009) (discussing transparency initiative).
243. See generally Rebecca S. Eisenberg, The Role of the FDA in Innovation Policy,
13 MIcH. TELECOMM. & TECH. L. REV. 345 (2007) (discussing the role of FDA
regulation in the area of biopharmaceutical innovations and FDA's premarket approval
authority on the basis of safety and efficacy). FDA regulations under the Bioterrorism
Act are also based on the safety concerns especially after the public health threats. Id.
244. U.S. GEN. ACCOUNTING OFFICE, supra note 213, at 11.
245. WORLD TRADE ORGANIZATION (WTO), SANITARY AND PHYTOSANITARY
MEASURES: TEXT OF THE AGREEMENT, available at http://www.wto.org/english/
tratope/spse/spsagre.htm (last visited Dec. 17, 2012) [hereinafter SPS AGREEMENT];
see also Sean C. Murray, The Bioterrorism Preparedness And Response Act Of 2002
Goes To Geneva, Or, Would Bioterror Get The Same Treatment As Biotech Under

WTO rules?, 7 AVE MARIA L. REv. 499, 504 (2009).
246. Fareed Zakaria, The Rise of the Rest, (May 3, 2008), http://the
dailybeast.com/newsweek/2008/05/03.
247. Boisen, supra note 140, at 675.
248. SPS AGREEMENT, supra note 248.
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arbitrary discrimination and the imposition of different conditions on
different countries. 24 9  "Scientific justification, non-discrimination,
equivalence, harmonization and risk assessment" are the basic principles of
the SPS agreement.250 In comparison, title III of the U.S. Bioterrorism Act
enforces different level of protection and discrimination against foreign
countries, a violation of the SPS agreement. The discriminatory
requirements are stated below:

a) Prior notice requirement is compulsory for the foreign imports but
such a requirement is not essential for the domestic facilities.

b) The requirement of establishment and maintenance of records is
applicable for the domestic facilities but it is not required in case of
domestic industry.

c) For the registration, domestic facilities are allowed to use existing
employee as a contact whereas foreign firms have to choose a contact that
is physically present in the U.S.

d) The requirement of risk assessment to support U.S. Bioterrorism
Act of 2002 under article 5 of the SPS agreement is not fulfilled by the
United States.251

Homeland Security Presidential Directive 10 aptly describes the
international nature of food safety crisis by stating that "[a]ttacks with
biological weapons could [c]reate cascading international effects by
disrupting and damaging international trade relationships, potentially
globalizing the impacts of an attack on the U.S. soil." 25 2 According to the
WHO, due to globalization, food production and distribution is not
restricted to any single country or region.25 3 Any possible agricultural
bioterrorism attack can turn into a widespread socio-economic crisis with
long term effects on international trade.254 Informed knowledge about the
external threats is an important factor in articulating a country's internal
(homeland) security strategy.255 Considering the importance of
international cooperation in food defense, G8 countries have taken
initiatives like sharing practices among the member countries.256 Concrete

249. See Murray, supra note 225, at 506-517 (discussing the SPS agreement of the
WTO and it's compliance with the U.S. Bioterrorism Act).
250. SPS AGREEMENT, supra note 248.
251. See Boisen, supra note 140, at 706.
252. DHS, HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-10
(April 28, 2004) available at http://www.dhs.gov/xabout/laws
/gc_1217605824325.shtm#1.
253. WHO REPORT, supra note 2, at 32.
254. Id.
255. Shashi Tharoor, 9/11 Marked the Birth of 21st Century, (Sept. 7, 2008)
available at http://tharoor.in/articles/911 -marked-the-birth-of-2 1st-century/.
256. U.S. GEN. ACCOUNTING OFFICE, supra note 74.

344 [VOL. 8



FOOD AND AGRICULTURAL SECURITY

efforts are required to further the steps taken by various international and
regional organizations like APEC and WHO.257 Effective border
management provides protection against all threats comprising air, land and
sea borders. At the same time, it allows legitimate trade and the flow of
people. 258 The 'Offshore Pest Information System' program of the USDA
operates at several ports outside the U.S. with an objective to pre-inspect
agricultural products prior to their shipment to the U.S. 25 9 In the
management of agricultural and food trade, the U.S. needs to inculcate an
"effective and internationally sensitive" approach.260

VII. CONCLUSION

Taking into account, the earlier incidents and the vulnerability of
critical infrastructure, intentional contamination is a real threat to
agriculture and the food supply. Elimination of the vulnerability and
improving resilience is the central focus of the U.S. Bioterrorism Act. The
U.S. is trying to develop a system that is designed to prevent an agricultural
bioterrorist attack, but there are many problems yet to resolve.

For the effective implementation of the U.S. Bioterrorism Act, it is
vitally important to enforce the regulations at the federal, state and local
levels. In the present circumstances, while there are problems with
implementation at the federal level, the most serious problems concern
state and local enforcement. While federal resources may be insufficient,
nevertheless, almost all of the funding is focused at that level, with little or
no support provided for state and local needs. Thus, dissemination of
adequate resources at the state and local levels and cooperation amongst all
three levels is needed for the successful implementation of the food and
agricultural security strategy envisioned under the U.S. Bioterrorism Act.

257. See Asia- Pacific Economic Cooperation, Food Defense Initiative,
http://www.apec.org.au/ASC conference2007/presentations/1.5.2NataliaComella.pdf
(last visited Dec. 17, 2012). APEC and WHO have addressed the issues effectively
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260. See Boisen, supra note 140, at 715.
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